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Description of task and work environment:
The task set is to complete a series of network administration tasks, ensuring the network configuration is correct so that communication requirements are fulfilled, and nodes and clients interact securely. (Cook, 2022)
This project uses virtual technology with Oracle VirtualBox to run three virtual machines. These are Kali Linux, Windows 10, and Metasploitable 2. They are part of a GNS3 Virtual Machine network for network simulation and testing. The project also involves setting up a Cisco Router & Switch in GNS3, to increase network security with DHCP Snooping & DAI. (Cook, 2022)
The main goal is to update the IP network to a Class B network with 512 subnet addresses, showing the ability to manage and set up network settings to meet specific needs. The work environment includes physical and virtual parts, using a home desktop PC as the main workstation. Tools like Wireshark and command-line interfaces are used for network analysis and setup. The virtual machines have software for network analysis, exploitation, and management. (Cook, 2022)
This demonstrates the flexibility of virtualization in network administration tasks. The project also involves configuring network protocols, securing SSH services, and testing network functionality. (Cook, 2022)
Catalogue:
Home Desktop PC
· Command line
· Wireshark
Kali Linux Virtual Machine w/ VirtualBox
· Dsniff - Arpspoof
· Ettercap
· Terminal
· Gedit
· Wireshark
Windows 10 Virtual Machine w/ Virtual Box
· Command Line
· PowerShell
· PuTTy
· Wireshark
Metasploitable 2
· phpMyAdmin
· Mutilldae – Exploitable webserver
Vulnweb
· Testphp site
GNS3 App/Virtual Machine
· Cisco IOSvL2 Switch
· Cisco IOSv Router
· Kali VM
· Windows VM
Wireshark
· On my desktop
· Kali VM
· Windows VM

Screenshots and annotations:
1. Implementing Wi-Fi protocols (Cook, 2022)
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CookiesWiFi was created using 802.11ac Wi-Fi protocol and secured using WPA2 encryption and a password. (Intel, 2021) (Cook, 2022)
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This screenshot shows the NBNS protocol which is the NetBIOS Name Service (NBNS). “NBNS serves much the same purpose as DNS does: translate human-readable names to IP addresses (e.g. www.wireshark.org to 65.208.228.223). (As NetBIOS can run on top of several different network protocols (e.g. IP, IPX, ...) and NBNS can only supply IPv4 addresses; NBNS doesn't support IPv6.” (Wireshark Wiki, 2020)

2: Reviewing network activity using Wireshark and built-in graphs
Used Wireshark to make observations and review network activity throughout each task so you can monitor and capture packets like ARPs, NBNS, TCP, DNS, HTTP etc. (Cook, 2022)
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Wireshark is useful for reviewing activity as it has loads of tools that can be used to view the statistics of network traffic by using useful graphs and giving your loads of information, being able to filter data for specific protocols and enabling deep inspection on the protocols and packets. (Cook, 2022)
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Adding mitigation to ARP Poison Attack via DHCP Snooping and Dynamic ARP Inspection:
To mitigate an ARP poison attack, I set up a GNS3 server VM, made a Cisco-based network in the application, and set up DHCP on the CiscoIOSv Router for both the Kali VM and Windows VM could send network traffic to each other. (Cook, 2022)
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At first, it would not connect, but I disabled and re-enabled the Host-Only adapter in Device manager, deleted it, restarted my pc, and reinstalled GNS3. Then it worked. (Cook, 2022)
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Then I added the Windows VirtualBox machine and Kali Linux into GNS3 with the Allow GNS3 to use any VirtualBox network adapter. (Cook, 2022)
After, I made a network topology using a CiscoIOSvL2 Switch and CiscoIOSv Router. I will need to use the putty console to add DHCP and bind both VMs to an IP address. (Cisco, 2020) (Cook, 2022)
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Binding mac address to IP in DHCP (Bombal, 2019) (Cook, 2022)
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Saving router settings
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I changed the DNS and router address to what I set it to for the GigEthernet binding. (Cook, 2022)
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Configuring Switch for DHCP snooping (Bombal, 2020) (Cook, 2022)
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No IP addresses bound to DHCP Snooping, so need to disable/enable/release/renew IPv4 addresses (Bombal, 2020)
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Setting up Arp inspection, but it forces to stop all traffic, that is an issue. (Bombal, 2020b) (Cook, 2022)
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Stopping the ARP spam and assigning trust to the g0/0 eth connection (Cook, 2022)
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Now that DHCP Snooping and DAI are enabled, time to test. (Cook, 2022)
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Using Wireshark to review network activity (Cook, 2022)
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ARP mitigation was successful; Ettercap would not scan correctly and denied ARP Spoof from Kali terminal. (Cook, 2022)

3: Changing the IP network to provide a Class B network (default mask for class B is 255.255.0.0) for all three DHCP pools and the ethernet interface. (Cook, 2022)
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3a: Both clients can obtain IP and DHCP and communicate with each other  (Cook, 2022)
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3b: Currently, there is a 65534 address. I need to update the total addresses to 126 with 512 subnet addresses as a class B network. (Cook, 2022)

This screenshot shows the ip DHCP pools for Windows, Kali and Pool, this shows data such as total addresses, leased addresses and subnets inside the pool.
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This did not prove easy without just resetting the router and setting it up from the beginning with the specified settings due to the DHCP pool. The Pool IP address range is too extensive, and excluding addresses would not change it. (Cook, 2022)
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3b: I reset the router and redid all the DHCP, so it has 126 addresses available and 512 subnet addresses. (Cook, 2022)
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These screenshots show the configs for the pools ie. Kali, Pool and Windows this sets the DHCP config to set the network IP’s, DNS servers and domain name, as well as host and client identifier.
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Image from - (Cisco, 2017)
I needed to bind IP addresses to VM  clients, so I changed network settings from NAT to Generic Driver for both. (Cook, 2022)
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3b: With Class B network as a subnet with 512 addresses.
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3c: Verifying client can obtain an appropriate IP address via DHCP 
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This screenshot shows the ip dhcp bindings with the Client-ID/Hardware address for 10.1.1.2, 10.1.1.3, 10.1.1.10 & 10.1.1.20.
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3e: Setting Windows client to static IP, under subnet Windows and cannot ping Kali client.
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No ICMP requests could get captured on Wireshark.
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Changed the mac address binding to static IP address
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3d: Set Windows client to static IP address and can ping/communicate with Kali clients IP. Set network protocol config back to automatic as static IP was made manually in the router DHCP pool. (Cook, 2022)
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Using Wireshark to monitor ping requests (Cook, 2022)
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4a: Adding SSH service to the network & adding cloud internet to GNS3 to make it externally accessible. 
(mpossible, 2018) (Cook, 2022)
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Changed the eth2 to eth1 (Bombal, 2017) (Cook, 2022)
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Unfortunately, whilst using GNS3, it does not want to connect to the internet, allowing the router’s SSH to be externally accessible. (Cook, 2022)
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4b: Secured the SSH by using a password, secret, auth timeout and max three retries for the password. (Cook, 2022)
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This screenshot shows the terminal of me attempting to connect to the network through SSH however it shows that the Host key verifaction failed and gives me an error/warning message.

[image: ][image: ][image: ]
This screen shot shows me inside the config of CiscoIOSv15.6 routers config settings, editing the ip domain name, generating crypto keys (crypto key generate rsa general-keys modulus 1024), ip DHCP pool config, adding ips to g0/0.
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This screenshot shows the router settings and a successful SSH connection to the router through terminal.
4a: Installing OpenSSH server to Kali client, running it on the network and verifying it is accessible from the Windows client. (Cook, 2022)
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Changing the hostname of the client SSH service (The Digital Nomad Guy, 2016) (Cook, 2022)
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(The Digital Nomad Guy, 2016)
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Downloaded gedit through the terminal and run it, then changed the SSH config to allow root login. (Cook, 2022)
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 Below shows client is accessible from another client on the same network. (Cook, 2022)
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Conclusion:
In the end, this project gave me a full understanding of network tasks. From basic setup and security to advanced simulation and virtualization. Gaining practical experience with GNS3, Cisco devices, and different network tools helped me understand network management and security complexities. It also showed the need to adapt and keep learning in network administration, with rapidly evolving technologies and best practices.
Dealing with challenges like setting up a Class B network and securing SSH showed the intricacies of network setup and security. Using Wireshark to monitor network activity was key to understanding and fixing network issues, showing the importance of monitoring tools.
The project also emphasized the importance of clear documentation and communication in network administration. Detailed cataloging of tools and software used highlighted the need for thorough documentation to manage and maintain networks easily.
Overall, the project improved technical skills in network administration and deepened the understanding of the wider context in which network administrators work. It reinforced the need for continuous learning and adaptation in the fast-changing IT and network administration field. The practical experience gained will be invaluable in future network tasks and projects.
Finally, I would also improve my approach by going into a lot more detail on how I secured the network and the observations for the capabilities and restrictions for each. (Cook, 2022)
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@ Unidentified network

IP settings

IP assignment: Automat

Properties

Link speed (Receive/Transmit)
Link-local IPv6 address:

1Pv4 add

1Pvd DN servers:

Primary DNS suffix:

Manufacturer.

Physical address (MA(

Copy.

W titem  items
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[Router (dhcp-config)#client-identifier 0800.2767.33d2
JRouter(dhcp-config)#exit
JRouter(config)#ip dhcp pool Kali
JRouter(dhcp-config)#host 10.1.1.3 255.255.255.0
A binding already exists for 10.1.1.3.
== JR—— JRouter(dhcp-config)#exit
Editing Wired connection 1 JRouter(config)#exit
JRouters

Connectionname ~ Wired connection 1 f'Dec 6 14:28:48.519: %5Vs-5-CONFIG_I: Configured from console by console
Routersshou ip dhcp binding
; : : pindings from all pools not associated with VRF:
General | Ethernet  8021XSecurity ~DCB  Proxy  IPvASettings  IPv6 Settings indines oAt o e .,
Hardware address/
Device | eth0 (08:00:27:95:8D:54) < e108.0027.6733.d2 Dec 09 2022 02:09 M Automatic

0800.2767.33d2 Infinite Manual

Cloned MAC address -
enter configuration comands, one per line. End with CNTL/Z.
. Router (config)#ip dhcp pool Kali
Rl automatic + B Router (dhcp-config)#host 10.1.1.2 255.255.2550
B | Default Phy Unicast  Multicast FTREY) S ) B O
Ignore Broadcast  Arp Magic
Router (dhcp-config)#host 10.1.1.2 255.255.255.0
Wake on LAN password Router (dhcp-config)#client-identifier 0300.2795.bdss
Router (dhcp-config)exit
Router (config)rexit
Link negotiation _ Ignore - Gy
f'Dec 6 14:31:38.048: %SVS-5-CONFIG_I: Configured from console by consolew
Speed 100 Mb/s - Routersshou ip dhcp binding
pindings from all pools not associated with VRF:
Duplex Ful . e address Client-10/ Lease expiration Type

Hardware address/
User name.
0800.2795.bd54 Infinite Manual
0108.0027.6733.d2 Dec 09 2022 62:09 PN Automatic
0800.2767.33d2 Infinite Manual

solarwina¥ | SolarPuTIY free oot ©.2019 SolarWinds Worldwide, L. Al rghts reseved. |
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Default Gateway - 10.1.1.0

TN | - = G

Router(dncp-config)#client-identifier 0300.2767.33d2
Router(dncp-config)#exit

Router(config)#ip dncp pool Kali
Router(dncp-config)#host 10.1.1.3 255.255.255.0

:\Users\Cookie>arp -a

Interface: 10.1.1.1 --- oxd

Bindings from all pools not associated with VRF:
1P address Client-10/ Lease expiration Type
Hardware address/
User name.
ho.1.1.3 0105.0027.6733.d2
ho.1.1.2
Router#conf t
enter configuration commands, one per line. End with CNTL/Z
Router(config)#ip dncp pool Kali
Router(dncp-config)#host 10.1.1.2 255.255.2550

Dec 09 2022 02:09 PM
Infinite

Automatic
Manual

0800.2767.33d2

Invalid input detected at '~' marker.

Router(dncp-config)#host 10.1.1.2 255.255.255.0
Router(dncp-config)#client-identifier 0300.2795.bdsa
Router(dncp-config)#exit

Router(config)sexit

Router#sho

[*Dec 6 14:31:33.043: ¥SYS-5-CONFIG_I: Configured from console by consolew
Router#show ip dncp binding

Bindings from all pools not associated with VRF:

1P address Client-10/ Lease expiration Type
Hardware address/
User name.
ho.1.1.2 0800.2795.bd54. Infinite Manual
ho.1.1.3 0105.0027.6733.d2 Dec 09 2022 02:09 PN Automati
ho.1.1.2 0800.2767.33d2 Infinite Manual

Routeracopy running-config startup-configl]

solarwinds® | Solar-PuTTY free tool

© 2019 SolarWinds Worldwide, LLC. All rights reserved.

Users\Cookie>ip dhcp -r
loperable program or batch file.
:\Users\Cookie>ipconfig

jwindows Ip Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

: \Users\Cookie>

lanufacturer:

Description:

A binding already exists for 10.1.1.3. Internet Address Physical Address Type
Router (dhep-config)exit 10.1.1.255 FE-FE-FE-FE-FF-FF  static
EW:ET‘(‘(MHE)“EXR 224.0.0.22 ©91-00-5¢-00-00-16 static
gL o 224.0.0.251 01-60-50-00-00-Fb  static
[ec_© 14:28:48.519: 451S-5-CONFTG 2 Configured from cansole by console S botn ot omme

o= B 239.255.255.250 01-00-5e-7f-Ff-fa static

ip’ is not recognized as an internal or external command

: cookies.com

Fe80: :fa37:37ba:2900:44e5%13
10.1.1.3

255.255.255.0

10.1.1.254

ntel

ntel(R) PRO/100
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1P address (Client-1D/ Lease expiration Type
Hardware address/

User name.
ho.1.1.2 0800.2795.bd54 Infinite Manual
ho.1.1.3 0108.0027.6733.d2 Dec 09 2022 62:09 PN Automatic
ho.1.1.2 0300.2767.33d2 Infinite Manual

Router#copy running-config startup-config
pestination filename [startup-config]? Network
Error copying nvram:Network (Invalid argument)
Router#copy running-config startup-config
pestination filename [startup-config]?
uilding configuration.

10.096: %GRUB-5-CONFIG_WRITING: GRUB configuration is being updated on disk. Please wait.
10.905: %GRUB-5-CONFIG_WRITTEN: GRUB configuration was written to disk successfully.
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outerszh ip int brief
nterface Ip-Address  OK? Method Status Protocol
igabitetherneto/o 10.1.1.1 VS manual up w
gabitetherneto/1 192.168.1.1  YeS manual adwinistratively down dow
gabitetherneto/2 unassigned  YES unset administratively down dow
gabitetherneto/3 unassigned  YES unset administratively down dow
wuterscont t
ter configuration commands, one per line. End with CNTL/Z.
wuter (config)#ip dncp pool Pool
outer (dhcp-contig)#defaul t-router 10.1.1.1
wuter (dhcp-config)fexit
wuter (config)fexit
outers
Dec 6 14:47:09.939: %SYS-5-CONFIG_I: Configured from console by console
wuterscopy rumning-config startup-config
estinstion ilename [startup-config]?
uilding configuration...
0c]
outers
Dec 6 14:48:00.50
Dec 6 14:48:01.31
wuterscont ©
ter configuration commands, one per line. End with CNTL/Z.
wuter (config)#ip dncp pool Pool
wuter (dhcp-contig)#dns-server 10.1.1.1
wuter (dhcp-config)fexit
wuter (config)fexit
uter#copy rumning-config startup-config
Dec 6 14:52:11.203: %5YS-5-CONFIG I: Configured from console by console
wuterscopy rumning-config startup-config
estinstion ilename [startup-config]?
uilding configuration
0c]
outers
Dec 6 14:52:16.997: %GRUB-5-CONFIG_WRITING: GRUB configuration is being updated on disk. Please wait.
b o Sl SRR el I S e S e el
outers

AGRUB-5-CONFIG_WRITING: GRUB configuration is being updated on disk. Please wait.
+ %GRUB-5-CONFIG_WRITTEN: GRUB configuration was written to disk successfully.
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Trash

File Sys

f

Hor

«

VBox.G/

Sf_linuxs

root@kali: ~

File Actions Edit View Help
64 bytes from 10.1.1.3: icmp_seq=t ttl-128 time=5.14 ms

— 10.1.1.3 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev = 3.904/5.218/6.673/0.981 ms

r00t® kali)-[~

g 10.1.1.1 c 4
PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data.
64 bytes from 1 icmp_seq=1 ttl-255 time=16.1 ms
64 bytes from 1 icmp_seq=2 ttl-255 time=10.1 ms
64 bytes from 1 : icmp_seg=3 ttl-255 time=8.08 ms
64 bytes from 1 icmp_seq=4 ttl-255 time=7.08 ms

il
ool
0.1.1.
il

— 10.1.1.1 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev = 7.084/10.326/16.050/3.478 ms

r00t® kali)-[~:

A |

3004ns

3004ns

O (genmon)XXX 4)

a

SO R T e HYEEEEER T TR TR T MU TR AT 4

W Input Devic

Subnet Mask . . . . . . . ....: 255.255.255.6
Default Gateway . . . . . . .. . : 16.1.1.254

(C: \Users\Cookie>ping 16.1.1.2
0
M tRPinging 10.1.1.2 with 32 bytes of data
[E5EMReply from 10.1.1.2: bytes=32 time=ams TTL-64
Reply from 10.1.1.2: bytes=32 time=3ms TTL-64
Reply from 10.1.1.2: byte TTL-64
Reply from 10.1.1.2: byte TTL-64

ping statistics for 10.1.1.2

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = 2ms, Maximum = 4ms, Average = 2ms

(C: \Users\Cookie>ping 16.1.1.1

Pinging 10.1.1.1 with 32 bytes of data
Reply from 10.1. bytes=32 time-17ms TTL-255
Reply from 10.1. byte:
Reply from 10.1. byte:
Reply from 10.1. bytes=32 time-gms TTL=255

1.1
1.1
1.1
1.1

ping statistics for 10.1.1.1

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = 7ms, Maximum = 17ms, Average = Oms

C: \Users\Cook:





image23.png
File Machine View Input Devices Help

i
@ Customize setings

& 4 M « Windows Defender Frewsll > Customize Settings

Customize settings for each type of network
You can modify the irewsl settings for esch type of network that you use.
Private network settings
° (O Turn on Windows Defender Firewall
Block il ncoming connections, including those inthe s of sllowed 3pps

Notify me when Windows Defender Firewall blocks 2 new app

@ Tum o Windows Defender Fwall (nct recommended)

Public network settings
@ O o on Windows Defender Frewal
Block il ncoming connections, including those inthe s of sllowed 3pps

Notify me when Windows Defender Firewall blocks 2 new app
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F Cisco in writing. -

Switch>en
Switchficonf €

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#ip dhcp snooping

Switch(config)#ip dhcp snooping vlanl

Invalid input detected at '~' marker.

Switch(config)#ip dhcp snooping vlan 1
Switch(config)#no ip dhcp snooping information option

Switch(config)#exit
Switchiishow
“Dec 6 15:27:01.950: %SYS-5-CONFIG_I: Configured from console by consoleip

Incomplete command.

Switch#show ip dhcp snooping
Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
L

DHCP snooping is operational on following VLANs:
L

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is disabled
circuit-id default format: vlan-mod-port
remote-id: @cbe.17c7.0000 (MAC)

ption 82 on untrusted port is not allowed

erification of hwaddr field is enabled

erification of giaddr field is enabled

DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted  Allow option  Rate limit (pps)

Suicchel]

sotarwingE | Solor-PuTTY freetool © 2019 Solariinds Workdwide, LLC. All ighs reserved.
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Enter configuration commands, one per line. End with CNTL/Z.

Jswitch(config)#int go/e

Jswitch(config-if)#ip dhcp snooping trust

Jswitch(config-if)sexit

Jswitch(config)#ip dhcp snooping

Jswitch(config)#exit

Jswitchashow

Joec 6 15:42:52.240: %SVS-5-CONFIG_I: Configured from console by console
Type "show 2" for a list of subcommands

Jswitch#show ip dhcp snooping

Jswitch DHCP snooping is enabled

Jswitch DHCP gleaning is disabled

JpHCP snooping is configured on following VLANS:

i

JoHce snooping is operational on following VLANS:

i

JpHce snooping is configured on the following L3 Interfaces:

Jrnsertion of option 82 is disabled
circuit-id default format: vlan-mod-port
remote-id: @cbe.17c7.0000 (MAC)

ption 82 on untrusted port is not allowed

erification of hwaddr field is enabled

erification of giaddr field is enabled

JoHCP snooping trust/rate is configured on the following Interfaces:

Jrnterface Trusted  Allow option  Rate limit (pps)

igabitethernete/e yes yes unlimited
Custom circuit-ids:
fswitchs
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interface Gigabitetherneto/o
ip arp inspection trust
media-type rj4s
negotiation auto

ip dhcp snooping trust

interface Gigabitetherneto/1
media-type rjds
negotiation auto

interface Gigabitetherneto/2
media-type rjds
negotiation auto
ip dhcp snooping limit rate 10

interface Gigabitetherneto/3
media-type rjds
negotiation auto

interface Gigabitethernet1/o
media-type rjds
negotiation auto

interface Gigabitethernet1/1
media-type rjds
negotiation auto

interface Gigabitethernet1/2
media-type rjds
negotiation auto

cotarwind< T | Solar-PuTTY free tool © 2019 SolarWinds Worldwide, LLC. All rights reserved.
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T0sv is strictly limited to use for evaluation, demonstration and I0S
education. I0Sv is provided as-is and is not supported by Cisco's
Technical Advisory Center. Any use or disclosure, in whole or in part,
of the 10Sv Software or Documentation to any third party for any
purposes is expressly prohibited except as otherwise authorized by

Cisco in writing.

Invalid input detected at '~' marker.

it checont ¢
ncer configuration commands, one per line. End with QiTL/z.
uicch(config)int go/2

Suitch(contig-if)#ip dhcp snooping Linit rate 10
Suich(contig-if)#(]





image28.png
Switch#sh ip dhcp snooping binding
iacAddress. TpAddress. Lease(sec) Type

otal number of bindings: @

Suitchel

VLAN Interface

colarwind< | Solar-PuTTY free tool

© 2019 SolarWinds We
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u have the Auto capture keyboard o

Jswitch cond is now available

JPress RETURN to get started.

J* Tosv is strictly limited to use for evaluation, demonstration and I0S
J* cducation. Tosv is provided as-is and is not supported by Cisco’s

J* Technical Advisory Center. Any use or disclosure, in whole or in part,
J* of the TSy Software or Documentation to any third party for any.

J* purposes is expressly prohibited except as otherwise authorized by

J* Cisco in writing.

fswitch>

Jswitch>en

Jswitch#sh ip dhep binding

Jpindings from all pools not associated with VRF:

Jip address. Client-10/ Lease expiration Type state Interface
Hardware address/
User name.

Jswitch#sh ip dhep snooping binding

racaddress. TpAddress. Lease(sec) Type VLAN Interface

5:00:27: D2 10.1.1.3 259125 dhcp-snooping 1 GigabitEthernete/1
Irotal number of bindings: 1

i ccnell

le Virtual Machine repor

mand Pro

Link-local IPv6 Address . . . . . : fege:
IPva Address. . . . . . . . . . .:10.1.1.3
Subnet Mask . . . . . . . ....: 255.255.255.6
Default Gateway . . . . . . . . .: 10.1.1.1

iC:\Users\Cookiesipconfig /release

jWindows Ip Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address .
Default Gateway .

iC: \Users\Cookiesipconfig /renew

jwindows Ip Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : cookies.com
Link-local IPv6 Address . Fego: :fa37:37ba:2000:44e5%13
1Pv4 Address. 10.1.1.3

Subnet Mask . S ... ... .:255.255.255.8

Default Gateway . . . . . . . . .: 10.1.1.1

C: \Users\Cookie>

cotarmind® | Solar-PuTTY free tool

© 2019 SolarWinds Worldwide. LLC. All rights reserved.
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rash.

fome

xshare:

calip

] Network Connections

Ethernet
Wired connection 1

o [ p——

Connectionname  iFediconnectiont

General ~ Ethernet  802.XSecurity ~ DCB  Proxy

Method  Automatic (DHCP)

Addition Automatic (DHCP) addresses only

Addre Manual
10112 Link-Local Only

Shared to other computers
Disabled
Additional DNSservers  10.1.1.1

Additional search domains ~ cookies.com
DHCP client ID

Require IPv4 addressing for this connection to complete

IPv4 Settings

Cancel

1 minute ago

IPV6 Settings

Routes..

v Save
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switch#sh ip dhcp snooping binding
iacAddress. TpAddress. Lease(sec) Type VLAN Interface

258436 dhcp-snooping 1 GigabitEthernete/1
5:00! 54 10.1) 259194 dhcp-snooping 1 GigabitEthernete/2

rotal number of bindings:

i ccnell

colarwings™ | Solsr-PuTTY fee oot [ —
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iscolOSv15.6(2)T-1 | ® - B x

JDec 6 16:42:22.802: ¥SYS-5-CONFIG_I: Configured from console by console

J* Tosv is strictly limited to use for evaluation, demonstration and I0S

J* cducation. Iosv is provided as-is and is not supported by Cisco's -

J* Technical Advisory Center. Any use or disclosure, in whole or in part, *

J* of the TSy Software or Documentation to any third party for any. -

J* purposes is expressly prohibited except as otherwise authorized by  *

J* Cisco in writing. -

Jsitch>en

Jswitchaconf €

Jenter configuration commands, one per line. End with CNTL/Z.

Jswitch(config)#ip arp inspection vlan 1

Jswitch(config)#

{fDec 6 17:12:06.191: %SW_DAT-4-DHCP_SHOOPING DENY: 1 Invalid ARPs (Req) on Gi6/1, vlan 1.([0800.2767.33d2/10.1.1.3/0c7b.1bd

Jo-0066/16.1.1.1/17:12:65 UTC Tue Dec 6 2622])

Joec 6 17:12:67.192: %5u_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on Gi6/1, vlan 1.([6866.2767.33d2/16.1.1.3/6c7b.1bd

Jo-0606/16.1.1.1/17:12:66 UTC Tue Dec 6 2622])

J*Dec 6 17:12:08.263: %5W_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on 6i6/1, vlan 1.([6866.2767.33d2/16.1.1.3/6c7b.1bd

Jo-6006/16.1.1.1/17:12:67 UTC Tue Dec 6 2622])

JFoec 6 17:12:16.212: %5W_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on Gi6/1, vlan 1.([6860.2767.33d2/16.1.1.3/6660.660
.0000/10.1.1.1/17:12:10 UTC Tue Dec 6 2022])

JFoec 6 17:12:11.214: %5u_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on 6i6/1, vlan 1.([6866.2767.33d2/16.1.1.3/6660.660
.0000/10.1.1.1/17:12:10 UTC Tue Dec 6 2022])

JFoec 6 17:12:12.221: %5W_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on 6i6/1, vlan 1.([6866.2767.33d2/16.1.1.3/660.660
0000/10.1.1.1/17:12:11 UTC Tue Dec 6 2022])

JFoec 6 17:12:13.222: %5W_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on 6i6/1, vlan 1.([6860.2767.33d2/16.1.1.3/6660.660
0000/10.1.1.1/17:12:13 UTC Tue Dec 6 2022])

JFoec 6 17:12:14.233: %5W_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on Gi6/1, vlan 1.([6866.2767.33d2/16.1.1.3/6660.660
.0000/10.1.1.1/17:12:13 UTC Tue Dec 6 2022])

JFoec 6 17:12:15.234: %5W_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on 6i6/1, vlan 1.([6860.2767.33d2/16.1.1.3/6660.660
.0000/10.1.1.1/17:12:14 UTC Tue Dec 6 2022])

JFoec 6 17:12:17.245: %5W_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on 6i6/1, vlan 1.([6860.2767.33d2/16.1.1.3/6660.060
.0000/10.1.1.1/17:12:17 UTC Tue Dec 6 2022])

JFoec 6 17:12:18.256: %5W_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on Gi6/1, vlan 1.([6860.2767.33d2/16.1.1.3/6660.660
.0000/10.1.1.1/17:12:18 UTC Tue Dec 6 2022])

\ solarwnas¥ | Solar-PuTTY peetod ©.2019 SlarWinds Workdwide, L. Al rights reservc
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switch(config)#ip arp inspection validate src-mac
Jowitch(config)#int gose

Jswitch(config-if)#ip arp inspection trust

Jswitch(config-if)sexit

Jswitch(config)#int go/2

Jswitch(config-if)#ip arp inspection limit rate 10 burst interval 5
Jswitch(config-if)sexit

Jswitch(config)#int go/2

Jswitch(config-if)#ip dhcp snooping limit rate 10
Jswitch(config-if)#end

Jswitchish

Joec 6 15:10:00.320: %SYS-5-CONFIG_I: Configured from console by conso
Jswitch#show ip arp inspection

Jsource Mac validation : Enabled
pestination Mac Validation : Disabled
Jrp Address validation : Disabled
Vlan  Configuration  Operation ACL Match Static ACL

Enabled Active

ACL Logging DHCP Logging Probe Logging
Deny. Deny.
Van Forwarded Dropped  DHCP Drops ACL Drops

1 16 118 118 °

Vlan DHCP Permits  ACL Permits Probe Permits Source MAC Failures

s ° ° °

Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

solarwinds® | Solar-PuTTY free tool
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[Switch(contig)s
Jswitch(config)#no ip arp inspection vlan 1

Jswitch(config)#

JFoec 6 17:14:27.897: %5u_DAT-4-DHCP_SNOOPING DENY: 1 Tnvalid ARPs (Req) on 6i6/1, vlan 1.([6860.2767.33d2/16.1.1.3/6660.660
Jo-0006/16.1.1.1/17:14:27 UTC Tue Dec 6 2622])

[Foec 6 17:14:28.964: %5u_DAT-4-DHCP_SNOOPING DENY: 1 Tnvalid ARPs (Req) on 6i6/1, vlan 1.([6860.2767.33d2/16.1.1.3/6660.660
Jo-0006/16.1.1.1/17:14:28 UTC Tue Dec 6 2022])

JFoec 6 17:14:29.983: %5W_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on Gi6/1, vlan 1.([6860.2767.33d2/16.1.1.3/6660.660
Jo-0006/16.1.1.1/17:14:29 UTC Tue Dec 6 2622])

Jswitch(config)#s

Jswitch(config)#int gose

Jswitch(config-if)#ip arp inspection trust

Jswitch(config-if)#sh run

Invalid input detected at '~' marker.

Jswitch(config-if)sexit
Jswitch(config)#sh run

Invalid input detected at '~' marker.

Jswitch(config)sexit
fswitch#sh run
Jpuilding configuration...

Joec 6 17:16:01.403: %svs-5-conFre 1

Jcurrent configuration : 3668 bytes

Configured from console by console

| Last configuration change at 17:16:01 UTC Tue Dec 6 2022
Jversion 15.2

Jservice timestamps debug datetime msec
Jservice timestamps log datetime msec
o service password-encryption
Jservice compress-config

jhostname switch

@ . D
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- T0sv is strictly linited to use for evalustion, demonstration and 105
- education. 05v is provided as-is and is not supported by Cisco's
- Technical Advisory Center. Any use or disclosure, in whole or in part,
- of the T05v Software or Documentation to any third party for any
 purposes 15 expressly prohibited except as otherwise authorized by
- Cisco in writing.

Suitch>

Suitchsen

Suitchscont ©

nter configuration comands, one per ine. End with CIL/Z.
Suitch(config)#ip arp inspection vian 1

Suitch(config)#ip arp inspection validate src-nac

Suitch(config) it g0/0

Suitch(config-if)#ip arp inspection trust

Suitch(config-if)exit

Suitch(config)Fint go/2

Suitch(config-if)#ip arp inspection linit rate 10 burst interval 5
Suitch(config-if)exit

Suitch(config)Fint go/2

Suitch(config-if)#ip dhcp snooping init rate 10

Sitch(config-if)#]

@ . B
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[Switch#sh ip dnep binding
Jpindings from all pools not associated with VRF:

P address Client-10/ Lease expiration Type state Interface
Ethernet i

Jswitch#sh ip dhep snooping binding

iacAddress Tpaddress Lease(sec) Type VLAN Interface

Ethernet connection 1

33:02 10.1.1.3 259125 dhep-snooping GigabitEtherneto/1

e
suitchash 1p dhcp snocping binding
Etterca = Ereies e ) W VLA Tnterface
e == Sl 6 @ : (<] = = = = =
0Es 33:02  10.1.1.3 258726 dhep-snooping 1 GigabitEtherneto/1

otal number of bindings: 1

HostList x

— MITM fswitch#sh ip dhcp snooping binding
IPAddress MACAddress  Description ARP poisoning... iachddress Tpaddress Lease(sec) Type VLAN Interface
OG5 05 0000 N noppisonng [N I = e g —y
10.11.3 08:00:27:67:33:D2 ICMP redirect... izl e @ s 4
i uitchish 1p dncp snooping binding

iacddress TpAddress Lease(sec) Type VLAN Interface
DHCP spoofing... - - -
302 10113

258457 dhep-snooping GigabitEtherneto/1

Stop MITM attack(s) otal number of bindings: 1
Jswitch#sh ip dhep snooping binding
SSkintercept Tpaddress Lease(sec) Interface

258436 dhcp-snooping 1 GigabitEthernete/1
259194 dhcp-snooping 1 GigabitEthernete/2

Delete Host

AddtoTarget1 AddtoTarget2

Randomizing 255 hosts for scanning.. Jswitchal]

Scanning the whole netmask for 255 hosts.
2 hosts added to the hosts list...
Host10.1.1.3 added to TARGET1
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).0000/10.1.1.1/18:20.
“Dec 6 18:20:08.19:
7.33d2/10.1.1.3/18:26;
‘Dec 6 18:20:09.37;
).0000/10.1.1.1/18:20;
Dec 6 18:20:10.387:
7.33d2/10.1.1.3/18:20;
Dec 6 18:20:11.454;
).0000/10.1.1.1/18:20:

07 UTC Tue Dec 6 2022])
%SW_DAT-4-DHCP_SNOOPING_DE]
08 UTC Tue Dec 6 2022])
%SW_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Res) on
08 UTC Tue Dec 6 2022])

%SW_DAT-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Res) on
10 UTC Tue Dec 6 2022])

%SW_DAT-4-DHCP_SNOOPING_DE]
10 UTC Tue Dec 6 2022])
‘Dec 6 18:20:12.496: %S _DAT-4-INVALTD_ARP: 1 Invalid ARPs (Res) on Gi0/2,
160.1.1.1/18:20:11 UTC Tue Dec 6 2022])

“Dec 6 18:20:12.497: %S_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Res) on
7.3342/10.1.1.3/18:20:11 UTC Tue Dec 6 2022])

“Dec 6 18:20:13.685: ¥S_DAI-4-DHCP_SNOOPING_DENY: 2 Invalid ARPs (Res) on
7.3342/10.1.1.3/18:20:13 UTC Tue Dec 6 2022])

‘Dec 6 18:20:13.689: %S _DAT-4-INVALID_ARP: 2 Tnvalid ARPs (Res) on Gi0/2,
10.1.1.1/18:20:13 UTC Tue Dec 6 2022])

“Dec 6 18:20:14.698: ¥Sl_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Res) on
7.33d2/10.1.1.3/18:20:14 UTC Tue Dec 6 2022])

‘Dec 6 18:20:14.698: %S _DAT-4-INVALID_ARP: 1 Invalid ARPs (Res) on Gi0/2,
10.1.1.1/18:20:14 UTC Tue Dec 6 2022])

“Dec 6 18:20:15.932: ¥Sl_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Res) on
7.33d2/10.1.1.3/18:20:15 UTC Tue Dec 6 2022])

‘Dec 6 18:20:15.933: %S _DAT-4-INVALTD_ARP: 1 Invalid ARPs (Res) on Gi0/2,
10.1.1.1/18:20:15 UTC Tue Dec 6 2022])

“Dec 6 18:20:16.943: ¥Sl_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Res) on
7.3342/10.1.1.3/18:20:16 UTC Tue Dec 6 2022])

Switch#

Switch#

Switch#

Switch#

Switch#copy running-config startup-config

estination filename [startup-config]?

uilding configuration...

ompressed configuration from 3779 bytes to 1700 bytes[0K]

witch#

Dec 6 18:21:43.72;

1 Invalid ARPs (Res) on

1 Invalid ARPs (Res) on

46RUB-5-CONFTG_WRITING: GRUB configuration is being updated on disk. Please wait
AGRUB-5-CONFIG_WRITTEN: GRUB configuration was written to disk successfully.[]

6i0/2, vlan 1.([0500.2795.bd54/10.1.1.1/0800.276

Gi0/2, vlan 1.([@800.2795.bd54/10.1.1.3/8c7b. 1bd
Gi0/2, vian 1.([@800.2795.bd54/10.1.1.1/0500. 276
Gi0/2, vlan 1.([@800.2795.bd54/10.1.1.3/8c7b. 1bd
Vian 1.([0800.2767.3342/10.1.1.3/0c7b. 10d9..0000/
Gi0/2, vian 1.([@800.2795.bd54/10.1.1.1/0500. 276
610/2, vlan 1.([@c7b.1bd9.0000/10.1.1.1/2500. 276
Vian 1.([0800.2767.3342/10.1.1.3/0c7b. 10d9..0000/
610/2, vlan 1.([@c7b.1bd9.0000/10.1.1.1/2500. 276
Vian 1.([0800.2767.3342/10.1.1.3/0c7b. 10d9..0000/
610/2, vlan 1.([@c7b.1bd9.0000/10.1.1.1/2500. 276
Vian 1.([0800.2767.3342/10.1.1.3/0c7b. 10d9..0000/

6i0/2, vlan 1.([0c7b.1bd9.0000/10.1.1.1/0500.276
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Router (config)#exit
Routers
“Dec 9 12:33:15.363: %SYS-5-CONFIG_I: Configured from console by console

Router#ishow ip dhcp pool

Pool Pool
Utilization mark (high/lox)  : 168 / @

Subet size (First/next) 6/6

Total addresses : 65534

Leased addresses o

Pending event none.

1 subnet is currently in the pool :

[ 1P address range Leased addresse:
l0.1.0.1 l0.1.0.1 - 10.1.255.254 o

Pool Windows :
Utilization mark (high/low)
Subet size (First/next)
Total addresses
Leased addresses
Pending event
© subnet is currently in the pool :

Current index 1P address range Leased addresse:
10.1.1.4 10.1.1.4 - 10.1.1.4 1
Pool Kali

Utilization mark (high/low)
Subet size (First/next)
Total addresses

Leased addresses

Pending event
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Jinterface Gigabitethernete/e
ip address 10.1.1.1 255.255.255.0
duplex auto
speed auto
media-type rjds
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io 3p icmp rate-limit unreachable

Jip dhcp excluded-address 10.1.1.30 10.1.1.40
lip dhcp excluded-address 10.1.1.254

Jip dhcp pool Pool
network 10.1.0.0 255.255.0.0
default-router 10.1.1.1
dns-server 10.1.1.1
domain-name cookies.com
lease 3

Jip dhcp pool Windows
host 10.1.1.4 255.255.255.0
client-identifier 0800.2767.33d2

Jip dhcp pool Kali
host 10.1.1.2 255.255.255.0
client-identifier 0800.2795.bds4
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JRouter#ishow ip dhcp binding
Jpindings from all pools not associated with VRF:

JiP address Client-10/ Lease expiration Type
Hardware address/
User name.
ho.1.1.2 0800.2795.bd54 Infinite Manual
ho.1.1. 0300.2767.33d2 Infinite Manual

Jenter configuration commands, one per line. End with CNTL/Z.
JRouter (config)#int go/e
JRouter(config-if)#no ip address 10.1.1.1 255.255.255.0

This command may not be used with host, origin or relay pools.
JRouter(dhcp-config)#netuork 10.1.1.4 255.255.0.0

This command may not be used with host, origin or relay pools.
JRouter(dhcp-config)#no ip address 10.1.1.4 255.255.0.0

Invalid input detected at '~' marker.

router (dhcp-contigy#no host 10.1.1.4 255.255.255.0
Router (dhcp-contig)#host 10.1.1.4 255.255.0.0
kouter (dhcp-contig)sexit

router (contig)#ip dhcp pool. Kali

Router (dhcp-contig)#no host 10.1.1.2 255.255.255.0
Router (dhcp-contig)shost 10.1.1.2 255.255.0.0
Router (dhcp-contig)#l]

solarwinds¥ | Solar-PuTTY free tool
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Jip dhcp pool Pool

network 10.1.0.0 255.255.0.0
default-router 10.1.1.1
dns-server 10.1.1.1

domain-name cookies.com

lease 3
Jip dhcp pool Windows

host 10.1.1.4 255.255.0.0
client-identifier 0800.2767.33d2

Jip dhcp pool Kali
host 10.1.1.2 255.255.0.0
client-identifier 0800.2795.bds4
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Jinterface Gigabitethernete/e

ip address 10.1.1.1 255.255.0.0
duplex auto

speed auto

media-type rjas
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SEmko

Trash

File System

”

Home

VBox_GAs_...

<

~
w
IS

root@kali: ~

File Actions Edit View Help

r00t® kali)-[~;
i

etho: flags=4163<UP,BROADCAST,RUNNING, MULTICAST>

inet 10.1.1.5 netmask 255.255.0.0
inet6 feso::188b:88fe:bfc1:b52 pre:
ether 08:00:27:95:bd:54 txqueuelen
RX packets 94 bytes 13767 (13.4 K:
RX errors 0 dropped 0 overruns 0
TX packets 16 bytes 1994 (1.9 KiB)
TX errors @ dropped 0 overruns @

To: flags=73<UP, LOOPBACK, RUNNING> mtu 6553
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0:
loop txqueuelen 1000 (Local Loopb:
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0
X packets 0 bytes 0 (0.0 B)
TX errors @ dropped 0 overruns @

O (genmon)xXX 4)

mtu 1500

broadcast 10.1.255.255

Fixlen 64

scopeid 0x20<link>

1000 (Ethernet)

8)
frame 0

carrier @
3

*10<host>
ack).

frame 0

carrier @

collisions 0

collisions 0

a o 807

a ¢

You have the Auto capture keyboard opton tured on. This il cause the Virtual Machine to automatically capture the keyboard every

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mot

Microsoft Windows [Version 16.0.19045.2251]
(c) Microsoft Corporation. All rights reserved

lC: \Users\Cookie>ipconfig

windows TP Configuration

fothernet adapter Ethernet

Connection-specific DNS Suffix . : cookies.com
Link-local IPv6 Address . . . . . : fe86::fa37:37ba:2000:44e5%13
TPva Address. . . . . . .. ...:10.1.1.

Subnet Mask . . . . . . . ....: 255.255.0.0

Default Gateway . . . . . . . . .: 10.1.1.

C: \Users\Cookies
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Trash

File System

”

Home

VBox_GAs__.

sf_linuxshare

a

O (genmon)xXX 4)

root@kali
File Actions Edit View Help

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

X packets 0 bytes 0 (0.0 B)

TX errors @ dropped 0 overruns 0 carrier 0 collisions 0

root® kali)-[~:
i 10.1.1.3 ¢ 4

PING 10.1.1.3

(10.1.1.3) 56(84) bytes of data.

64 bytes from 10.1.1.3: icmp_se ms
64 bytes from 10.1.1.3: icmp_seq: ms
64 bytes from 10.1.1.3: icmp_se ms
64 bytes from 10.1.1.3: icmp_se ms

— 10.1.1.3 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3006ms

rtt min/avg/max/mdev = 3.577/11.216/28.730/10.183 ms

root® kali

A |

The Vitual Machine reports that the guest OS suppors mo

Command Prompt

Microsoft Windows [Version 16.8.19645
(c) Microsoft Corporation. All rights

lC: \Users\Cookie>ipconfig

windows TP Configuration

Ethernet adapter Ethernet

Connection-specific DNS Suffix
Link-local IPv6 Address -

TPva Address.

Subnet Mask

Default Gateway .

(C: \Users\Cookie>ping 16.1.1.5

vl cause the Vrtual Machine to automatically capture the

use pointer integration. This means that you do not need to

.2251]
reserved.

cookies. com
fes0: :fa37:37ba:2900:44e5%13
10.1.1.

255.255.0.0

10.1.1.

pinging 10
Reply from
Reply from
Reply from
Reply from

1.1,
10.1.
10.1.
10.1.
10.1.

1.
1.
1.
1.

i
5
5
5
5

th 32 bytes of

ping statistics for 10.1.1.5
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = 3ms, Maximum - 1ems, Average

Sms

(C: \Users\Cookie>y
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ml@

Router#ishow ip dhcp pool

Pool Pool :

Utilization mark (high/low) 100 / 0

Subet size (First/next) 6/6
Total addresses 65534

Leased addresses :2

Pending event : none

1 subnet is currently in the pool :

[ 1P address range Leased addresse:
l0.1.0.1 l0.1.0.1 - 10.1.255.254 2

Pool Windows :
Utilization mark (high/low)
Subet size (First/next)
Total addresses
Leased addresses
Pending event : none
@ subnet is currently in the pool :

Current index 1P address range Leased addresse:
10.1.1.4 10.1.1.4 - 10.1.1.4 1

o
1
1

Pool Kali
Utilization mark (high/low)
Subet size (First/next)
Total addresses
Leased addresses
Pending event one.

@ subnet is currently in the pool :
Current index 1P address range Leased addresse:
10.1.1.2 10.1.1.2 - 10.1.1.2 1

Routers

Routers

Routers

Routers

Routers

Routers

Router#

o
1
1

L | e oy e © 201
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[Routersconf
Jenter configuration commands, one per line. End with CNTL/Z.
JRouter(config)#ip dhcp pool Pool
JRouter(dhcp-config)#ip dhcp excluded-address 10.1.0.1 10.1.255.254
Address range contains an already reserved address.
JRouter(config)#ip dhcp excluded-address 10.1.0.1 10.1.254.253
Address range contains an already reserved address.
JRouter(config)#ip dhcp excluded-address 10.1.0.2 10.1.254.253
Address range contains an already reserved address.
JRouter(config)#ip dhcp excluded-address 10.1.0.6 10.1.254.253
Address range contains an already reserved address.
JRouter(config)#ip dhcp excluded-address 10.1.0.7 10.1.264.26~3.

Invalid input detected at '»' marker.

Router (config)#ip dhep excluded-address 10.1.0.7 10.1.264.263
Invalid input detected at '»' marker.

Router (config)#ip dhcp excluded-address 10.1.0.7 10.1.256.263
Invalid input detected at '»' marker.

JRouter(config)#ip dhcp excluded-address 10.1.0.7 10.1.2.254
Address range contains an already reserved address.

JRouter(config)#ip dhcp excluded-address 10.1.0.1 10.1.10.1
Address range contains an already reserved address.

JRouter(config)#no network 10.1.0.0 255.255.0.0

Invalid input detected at '~' marker.

JRouter(config)#ip dhcp pool Pool
JRouter(dhcp-config)#no network 10.1.0.0 255.255.0.0
JRouter(dhcp-config)#network 10.1.1.0 255.255.0.0

config)#ip dhcp excluded-address 10.1.1.41 10.1.1.240
JRouter(config)#exit

:23.222: %SYS-5-CONFIG_I: Configured from console by console

cntarmnind® | Solar-PuTTY free fool
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Router(config)#ip dncp pool Pool
Router(dncp-config)#no network 10.1.0.0 255.255.0.0
Router(dncp-config)#network 10.1.1.0 255.255.0.0
Router(dncp-config)#ip dncp excluded-address 10.1.1.41 10.1.1.240

Router(config)sexit
Router#show
["Dec © 13:27:23.222: %SYS-5-CONFIG_I: Configured from console by console

Router#show ip dncp pool Pool

ool Pool

Utilization mark (high/low) 100 / 0

Subet size (First/next) 6/6
Total addresses 65534
Leased addresses e

Pending event none.

1 subnet is currently in the pool
[ 1P address range
10.1.0.1 l0.1.0.1

Router#cont t

enter configuration commands, one per line. End with CNTL/Z

Router(config)#ip dncp pool Pool

Router(dncp-config)#ip dncp excluded-address 10.1.1.41 10.1.254.253

Router(config)sexit

Routers

[Dec © 13:29:10.717: %SYS-5-CONFIG_I: Configured from console by console

Router#show ip dhcp pool Pool

Leased addresses
- 10.1.255.254 o

ool Pool :
Utilization mark (high/low)
Subet size (First/next)
Total addresses
Leased addresses
Pending event : none
1 subnet is currently in the poo]
[ 1P address range
10.1.0.1 l0.1.0.1

Router#cont ¢

100 / 0
6/6
65534

Leased addresses
- 10.1.255.254 o
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[Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dncp pool Pool

Router(dncp-config)#ip dncp excluded-address 10.0.0.41 10.0.0.254
Router(config)#ip dncp pool Pool

Router(dncp-config)#no ip dncp excluded-address 10.0.0.41 10.0.0.254
Router(config)#ip dncp pool Pool

Router(dncp-config)#ip dncp excluded-address 10.0.0.10 10.0.0.254
Router(config)sexit

Router#show ip dncp pool Pool

["Dec © 13:45:56.427: %SYS-5-CONFIG_I: Configured from console by console
Router#show ip dhcp pool Pool

ool Pool :
Utilization mark (high/lox)  : 168 / @
Subet size (First/next) o/0
Total addresses 65534
Leased addresses °
Pending event none.

1 subnet is currently in the pool

Current.index 1P address range Leased addresses
10.2.0.0 10.2.0.1 Sa255.25 e
Routers]
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Router(config)#ip dhcp pool Pool
Router (dhcp-config)#network 10.1.1.0 255.255.255.128
Router(dhcp-config)#default-router 10.1.1.1
outer(dhcp-config)#dns-server 10.1.1.1
Router(dhcp-config)#lease 3
Router(dhcp-config)#domain-name cookies
outer(dhcp-config)#exit

Router(config)#ip dhcp excluded-address 10.1.1.1
Router(config)#ip dhcp pool Windows

Router (dhcp-config)#host 16.1.1.16/16

X Invalid input detected at '~' marker.

Router(dhcp-config)#host 10.1.1.10 255.255.255.128
Router(dhcp-config)#client identifier 0800.2767.33d2

X Invalid input detected at '~' marker.

Router (dhcp-config)#client-identifier 0800.2767.33d2
outer(dhcp-config)#exit

Router(config)#ip dhcp pool Kali

Router(dhcp-config)#host 10.1.1.20 255.255.255.128
Router(dhcp-config)#client-identifier 0800.2767.bds4
outer(dhcp-config)#exit

Router(config)#exit

Router#show

“Dec 9 14:43:10.792: ¥SYS-5-CONFIG_I: Configured from console by console
outer#show ip dhcp pool Pool

001 Pool
Utilization mark (high/low)
Subet size (First/next)
Total addresses

Leased addresses

Pending event : none
1 subnet is currently in the poo]
Current index 1P address range Leased addresse:
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{ Tnvalid input detected at '~' marker.

touter(config)#exit
outerfish ip dhcp pool Pool

00l Pool :
Utilization mark (high/lox)  : 168 / @

Subet size (First/next) ce/6

Total addresses 126

Leased addresses o

Pending event none.

1 subnet is currently in the pool :

[ 1P address range Leased addresse:
10.1.1.1 10.1.1.1 - 10.1.1.126 o

touters
Dec 9 15:05:04.044: XSYS-5-CONFIG I: Configured from console by console
outerficonf t

ter configuration commands, one per line. End with CNTL/Z.
outer(config)#ip dhcp pool Windows

touter(dhcp-config)#host 10.1.1.20 255.255.255.128
outer(dhcp-config)ficlient-identifier 0500.2767.33d2
outer(dhcp-config)#exit

outer(config)#ip dhcp pool Kali

touter(dhcp-config)#host 10.1.1.10 255.255.255.128
outer(dhcp-config)ficlient-identifier 0500.2767.bd54
touter(dhcp-config)fexit

outer (config)#int g0/0

touter(config-if)#ip add 10.1.1.254 255.255.255.128

outer(config-if)ino shut down

{ Tnvalid input detected at '~' marker.

outer(config-if)no shutdown
outer(config-i

Dec 9 15:16:
Dec 9 15:16:
outer(config-i

HLINK-3-UPDOWN: Interface GigabitEtherneto/o, changed state to up
HLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEtherneto/o, changed state to up
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inet6 feso::188b:88fe:bfc1:b52 prefixlen 64 scopeid 0x20<link>
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lC: \Users\Cookiesipconfig

File Actions Edit View Help

RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0

jwindows Ip Configuration

. Ethernet adapter Ethernet:
collisions 0

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Fe80: :fa37:37ba:2900:44e5%13

E(rnntskali
 ping 10.1.
PING 10.1.1.3

64 bytes
64 bytes
64 bytes
64 bytes

Subnet Mask .
Default Gateway .

255.255.255.128

:\Users\Cookie>ping 16.1.1.2

-1.1.2 with 32 bytes of

— 10.1.1.3 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev

7.218/7.818/9.026/0.712 ms

ping statistics for 16.1.1.2:

(root® kali)-[~]
|

: Sent = 4, Received
lApproximate round trip times in milli-seconds:
Minimum = 3ms, Maximum

- o (o% loss),

17ms, Average

lc:\Users\Cookie>_
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[Router#sh ip dhcp binding

Jpindings from all pools not associated with VRF:

Jre address Client-10/
Hardware address/
User name.
0108.0027.95bd.54
0108.0027.6733.d2
0800.2767.bd54
0300.2767.33d2

Lease expiration

Dec 12 2022 03:47 P
Dec 12 2022 03:47 PM

Infinite
Infinite

Type

Automatic
Automatic
Manual
Manual




image59.png
EF Network and Sharing Center Intemet Protocol Version 4 (TCP/IPv4) Properties X

General
€« 4 3 < Networkand Interet > Network and Sharing Center
‘You can get IP settings assigned automaticaly if your network supports
this capabity. Otherwise, you need to ask your network administrator
Control Panel Home § Ethernet Properties o the appropriate IP settngs.
Change adapter settings Networking (O Obtain an IP adcress automaticaly
Change advanced sharing. Connect using: @ Use the folowing TP address:
settings (5 inel(R)PRO/1000 MT Deskiop Adapter TP address: w.1.1.:
Media streaming options N T
‘This connection uses the following tems: Defauit gateway: 0. 1.1 .1

e ke et Obtan DS server s atomaticaly
B3 Npcap Packet Diver (NPCAP) ® Use the folowing DNS server addresses:
%3005 Packet Scheduler
1 Itemet Protocol Version 4 (TCP/IPv|
] "4 Microsof Network Adapter Miplexor ~ Aernate DNS server:

2. Microsft LLDP Proocel Drver

Preferred DNS server: 0.o1.1.1

[valdate settings upon exit

nstal Uninstal |
Descrption

“Transission Cortrol Protocol/itemet Pro
wide area netiwork prtocol that provides communcation
across dverse inerconnected networks.

Seealso

oK Cancel

Internet Options.

Windows Defender Firewall





image60.png
O (genmon)xx 4)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A0E® tBB@ac>n«>WEosa@

EReply From

5588

Protocol  Length Info

ping statistics

IC: \Users\Cookiesping 10.1.1.2

32 bytes of
Destination
Destination
Destination
Destination

10.1.1.2:
= 4, Received =

IC: \Users\Cookiesping 10.1.1.2

32 bytes of
Destination
Destination
Destination

data:

host
host
host
host

4, Lost = @ (8% loss),

data:

host
host
host

Microsoft Windows [Version 10.6.19645.2251]
(c) Microsoft Corporation. All rights reserved.
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exec-timeout @ @
privilege level 15
logging synchronous
JLine aux o
exec-timeout @ 0
privilege level 15
logging synchronous
JLine vty 0 4

login

transport input none

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::fa37:37ba:2900:44e5%13
Ipva Address. 10.1.1.20

Subnet Mask . ... ... :255.255.255.128

Default Gateway . . . . . . . .. : 16.1f1.1

lC: \Users\Cookiesping 10.1.1.2

Jro scheduler allocate

Pinging 16.1.1.2 with 32 bytes of data:
Reply from 16.1.1.26: Destination host unreachable.

fend Reply from 16.1.1.26: Destination host unreachable.
Reply from 16.1.1.26: Destination host unreachable.

Jrouters Reply from 16.1.1.26: Destination host unreachable.

JRouters

JRouters

ping statistics for 16.1.1.2:

[ dp diap iy Packets: Sent = 4, Received = 4, Lost = © (0% loss),

Jpindings from all pools not associated with VRF:

P address :::::;?gaaress/ Lease expiration Type lc:\Users\Cookiesping 10.1.1.1
User name - .
0108.0627.95bd .54 Dec 12 2622 @3:47 PM  Automatic Pinging 16.1.1.1 with 32 bytes of data:
ho.1.1.3 0108.0027.6733.d2 Dec 12 2622 3:47 PM  Automatic Reply from 10.1.1.20: Destination host unreachable.
ho.1.1.10 0800.2767.bd54. Infinite Manual Reply from 10.1.1.20: Destination host unreachable.
io.1.1.20 0800.2767.33d2 Infinite Manual Reply from 10.1.1.20: Destination host unreachable.

Routerash ip dncp binding Reply from 16.1.1.26: Destination host unreachable.

Jpindings from all pools not associated with VRF:

Jre address Client-10/ Lease expiration Type ping statistics for 10.1.1.1:
Hardware address/ Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
User name.

ho.1.1.2 0108.0027.95bd.54 Dec 12 2022 03:47 PN Automatic Ic: \Users\Cookie>,

ho.1.1.10 0800.2767.bd54 Infinite Manual =

ho.1.1.20 0800.2767.33d2 Infinite Manual
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® CiscolOSVi215.2(4.0.55)E-1 | ®

JRouter#sh ip dhep binding
Jpindings from all pools not associated with VRF:

JiP address Client-10/ Lease expiration Type
Hardware address/
User name.
ho.1.1.2 0108.0027.95bd.54 Dec 12 2022 03! Automatic
o113 0108.0027.6733.d2 Dec 12 2022 03! Automatic
ho.1.1.10 0800.2767.bd54 Infinite Manual
ho.1.1.20 0300.2767.33d2 Infinite Manual
JRouter#sh ip dhep binding
Jpindings from all pools not associated with VRF:
JiP address Client-10/ Lease expiration Type
Hardware address/
User name.
ho.1.1.2 0108.0027.95bd.54 Dec 12 2022 03:47 PN Automatic
ho.1.1.10 0800.2767.bd54 Infinite Manual
ho.1.1.20 0300.2767.33d2 Infinite Manual

JRoutersconf £
Jenter configuration commands, one per line. End with CNTL/Z.
JRouter(config)#ip dhcp pool Windows

JRouter(dhcp-config)#client-identifier 0108.0027.6733.d2
JRouter(dhcp-config)#exit

JRouter(config)#exit

JRouters

Joec 9 16:14:26.720: %SVS-5-CONFIG_I: Configured from console by console
JRouter#sh ip dhep binding

Jpindings from all pools not associated with VRF:

e address Client-10/ Lease expiration Type
i —
User nane
ho.1.1.2 6108.0027.95bd.54  Dec 12 2022 03:47 PH  Automatic
ho.2.1.20 6800.2767.bds4 Infinite Hanusl
02120 6108.0027.6733.d2  Infinite Hanusl
kouters(]
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\Users\Cookiesping 10.1.1.2
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Approximate round trip times in milli-seconds
Minimum = 3ms, Maximum - 446ms, Average =

114ms

C: \Users\Cookie>ping 16.1.1.2 -t

Pinging 10.1.1.2 with 32 bytes of data
Reply from 16.1.1.2: bytes-32 time=oms TTL=64
Reply from 10.1.1.2: bytes=32 time=ams
Reply from 10.1.1.2
Reply from 16.1.1.2: bytes=32
Reply from 10.1.1.2: bytes=32 1
Reply from 16.1.1.2: bytes-32
Reply from 10.1.1.2
Reply from 16.1.1.2: bytes=32
Reply from 16.1.1.2: bytes-32
Reply from 16.1.1.2: bytes-32
Reply from 10.1.1.2
Reply from 16.1.1.2: bytes=32
Reply from 16.1.1.2: bytes-32 time=7ms TTL-64
Reply from 16.1.1.2: bytes-32 time=6ms TTL=64
LS
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@ cicotosu 50T + © Windows-1 telnet localhost 5000
Q PR ciscotosuz 15260053E
<0 Cloud
Servers Summary

» © DESKTOP-N1DLGAC CPU 24.9%, RAM 58.0%
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<0 Cloud

@ Ethemet hub

@lP Ethemet switch

Topology Summary

Node Console

» @ Ciscolosv156Q)T-1 telnet 192.168.56.101:5001
> @ CiscolOSUL215.2(4055)E-1 telnet 192.168.56.101:5003
» @ Cloud2 none

» O Kali telnet localhost:5001

» @ Windows-1 telnet localhost:5000
Servers Summary

» © DESKTOP-N1DLGAC CPU 17.1%, RAM 54.6%
» © GNS3 VM (GNS3 VM) CPU 35.0% RAM 40.5%
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fosv#
rosv#
rosv#
rosv#
rosv#
rosv#
rosv#
rosv#
rosv#
rosv#
rosv#
rosv#
tosv#sh dp int breif

Invalid input detected at '~' marker.

10Sv#sh dp int brief

Interface 1p-Address 0K Method Status Protocol
Gigabitethernete/o 10.1.1.1 YES manual up up
Gigabitethernete/1 unassigned YES unset administratively down down
Gigabitethernete/2 unassigned YES unset administratively down down
Gigabitethernete/3 unassigned YES unset administratively down down

T0Sviconf t
Enter configuration commands, one per line. End with CNTL/Z.

105v(config)#int go/1

105v(config-if)#no shut

105y (config-if)#

“Dec 9 21:61:46.196: %LINK-3-UPDOMN: Interface GigabitEthernet6/1, changed state to up

105y (config-if)#

“Dec 9 21:61:47.198: XLINEPROTO-5-UPDOKN: Line protocol on Interface GigabitEthernete/1, changed state to up
105v(config-if)#ip address dhcp

105v(config-if)#ip address dhcp

105y (config-if)#

rosv(config-if)#

“Dec 9 21:63:39.363: %DHCP-6-ADDRESS_ASSIGN: Interface GigabitEthernetd/1 assigned DHCP address 192.168.1.71, mask 255.255.
255.6, hostname T0sv.

rosu(config-if)4]]

solarwina¥ | SolarPuTIY free oot ©.2019 SlarWinds Workdwide, L. Al rights reservc
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CiscolOSV1215.2(40.55)E-

Basic options for your PUTTY session
Loggng Specily the destinaion you wan to connect to

Teminal
pouts Host Name (or IP adress) Pot

It o125

_— . Features Comecton ype:
9 21:03:39.303: ADHCP-6-ADDRESS_ASSTGN: Interface GigabitEtherneto/1 assigned DHCP address 192.168.1.71, mask 255.255. Comectants: o
bss-0, hostnane Tosv - “ e Window ORaw OTehet ORlogn @SSH OSeral

Aovearnce.
osu(config-1f)#sh 1p route Behavour
(EmEinEh i T Saved Sessions

b e s e o o0 o o Saoton —

- Calours Defaut Sefngs
Connecton server
Data
%SY5-5-CONFTG_I: Configured from console by console Prowy
rosvish ip route T
Jcodes: L - local, C - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter are:
NI - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2 Close window on i
i - 1515, su - IS-TS summary, L1 - IS-TS level-1, L2 - IS-TS level-2 Omays O Never
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LTSP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Load, save o delete a stored session

Rlogin
SSH
Serial

Joateway of last resort is 192.168.1.254 to network 0.0.0.0

©.6.6.6/0 [254/6] via 192.168.1.254

16.6.6.6/8 is variably subnetted, 2 subnets, 2 mask:
16.1.1.6/25 is directly connected, GigabitEthernet6/e
16.1.1.1/32 is directly connected, GigabitEthernet6/e

192.168.1.6/24 is variably subnetted, 2 subnets, 2 mask:
192.168.1.6/24 is directly connected, GigabitEthernet6/1
192.168.1.71/32 is directly connected, GigabitEthernet6/1

solarwinds | Solar-PuTTY e oot © 2019 Solriinds Worldwide, LLC, All rights reserved. |
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ORaw  OTehet O Rlogin

Media disconnected

ection* 2

Media disconnected

home
2a00:237:93a5:8601:49ca: 7d88:222¢:base

] sosrwnec¥ | solceurry © 2019 SolarWinds Worldwide, LIC Allighs reserved. £ 2200:23¢7:9305:8601:9¢a:7d86 : 2222035
i Link-local IPv6 Address . . . . . : fe80::bb2:b4d2:3139:5d91%15
caM = iew tempiate IPv4 Address. . . . . . . . .. .: 192.168.1.150
Subnet Mask . . . . . . .....:255.255.255.0
Default Gateway . . . . . . . . . : fe80::1a58:80FF:fe33:47e3%15

192.168.1.254

l \Users\archi>
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Type escape sequence to abort.
Sending 5, 100-byte ICHP Echos to 192.165.1.150, timeout is 2 seconds:

Success rate is @ percent (6/5)
fosviconf t
Enter configuration commands, one per line. End with CNTL/Z.
105v(config)#ip domain-lookup
105y (config)#end
r0Sv#ping 192.168.1.150
“Dec 9 21:43:08.878: ¥SYS-5-CONFIG_I: Configured from console by console
10Sv#ping google.com
Translating "google.con"...domain server (192.165.1.254)
Unrecognized host or address, or protocol not running.

10Sv#ping ww.google. com
Translating "www.google.con”. . .domain server (192.165.1.254)
Unrecognized host or address, or protocol not running.

[Dec. 5 21145:15.165: XLIVEPROTO-5-LPOOMI: Line protocol on Interface GigabitEtherneto/1, changed state to down

FDec. 5 21145:16.168: KLINC-3-UPDOMN: Tnterface GigabitEthernet/L, changed state to down

FDec. 5 21145:25.166: KLINC-3-UPOOMN: Tnterface GigabitEtherneto/L, changed state to up

FDec. 5 21145:24.165: XLIVEPROTO-5-LPOOMI: Line protocol on Interface GigabitEtherneto/1, changed state to up

[Dec. 5 21145:28.296: XOHCP-6-ADDRESS_ASSTGH: Tnterface GigabitEtherneto/L. assigned DHCP address 10.6.3.16, mask 255.255.255
o hostaane 105V

10v#ping google.com
Translating "google.con".

.domain server (192.165.1.254) [OK]

Type escape sequence to abort.
Sending 5, 109-byte ICHP Echos to 216.58.212.238, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 13/15/16 ms

rosus]
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\Users\Cookie>ssh -1 cookie 10.1.1.1

eone could be eavesdropping on you right now (man-in-the-middle attack)!
1t is also possible that a host key has just been changed.
he fingerprint for the RSA key sent by the remote host is
A256: koAAJACEYNABTOEENCVOBYbTABEZ0TQQIGGX JUNN3Q.
Please contact your system administrator.
Add correct host key in C:\\Users\\Cookie/.ssh/known_hosts to get rid of this message.
Offending RSA key in C:\\Users\\Cookie/.ssh/knoun_hosts:1
RSA host key for 16.1.1.1 has changed and you have requested strict checking.
ost key verification failed.

:\Users\Cookie>
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M Capturing from Adapter for loopback traffic capture o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mae REQewEFET EQaQE

R[Apply a display filter ... <Ctri-/>

No. Time Source Destination Protocol  Length Info
1 0.000000 192.168.1.215 192.168.1.255 NBNS. 82 Name query NB COOKIES-LEVNOVO<1c>
20.746706 192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
31.504443 192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
44.380554 192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
55.132312 192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
65.885989 192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
786.664814  192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
887.425064  192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
988.180994  192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
10101.654364  192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
11102.406200  192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>
12103.166271  192.168.1.215 192.168.1.255 NBNS 82 Name query NB COOKIES-LEVNOVO<1c>

Null/Loopback

User Datagram Protocol, Src Port: 137, Dst Port: 137
NetBIOS Name Service

Frame 1: 82 bytes on wire (656 bits), 82 bytes captured (656 bit]

Internet Protocol Version 4, Src: 192.168.1.215, Dst:

0010
0020
0030
0040
0050

192.168.1.

02 00 00 00 45 00 00 de 7f
c@ a8 01 d7 co a8 01 ff
9e fe 01 10 @0 01 00 00
50 45 50 45 4c 45 4a 45
46 46 47 45 4f 45 50 46

00 01

PEPELEJE
FFGEOEPF

live capture in progress>

|| Packets: 12 - Displayed: 12 (100.0%)

|| Profile: Default
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* Technical Advisory Center. Any use or disclosure, i
* of the I0Sv Software or Documentation to any third
* purposes is expressly prohibited except as otherwis
* Cisco in writing.

10sv is strictly limited to use for evaluation, dem
education. I0Sv is provided as-is and is not suppor
Technical Advisory Center. Any use or disclosure, i
of the T0Sv Software or Documentation to any third
purposes is expressly prohibited except as otherwis
Cisco in writing.

10Sv>conf t

% Invalid input detected at '~ marker.

10Sv>en
Password:
Password:
Password:
% Bad secrets

10Sv>en
Password:
ToSv#
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Input

S T05v>en
Passuord
Passuord
Passuord
% Bad secrets

Tosv>en
Password
ToSv#enforce ssh version 2

% Invalid input detected at '~* marker

Tosvish ip ssh
SSH Enabled - version 1.99

Authentication methods:publickey,keyboard-interactive, password

Authentication Publickey Algorithms:xs69v3-ssh-rsa,ssh-rsa

Hostkey Algorithms:x569v3-ssh-rsa,ssh-rsa

Encryption Algorithms:aes128-ctr,aes192-ctr,aes256-ctr,aes128-cbc,3des-chc, aes192-cbc, aes256-cbc
MAC Algorithms:hmac-sha1,hmac-shal-96

Authentication timeout: 126 secs; Authentication retries: 3

ininum expected Diffie Hellman key size : 1624 bits

105 Keys in SECSH format(ssh-rsa, base6d encoded): IOSv.cookies.com

ssh-rsa AAAAB3NZaClyC2EAAAADAQABAAABAQCBGOWGC1VMSD/ +T1Qpqi81crg/hTkdIRKNjoB+rVEE

[FPF5D+Cm1 TRLOMMHRPS+Z A/ ZNBYBR661VaFhA+ISHRURE IN8UBVUQZERXXSNhboL FBbCHKWZOSOKN/
7h30MYAbmN1b8Y+FUIA1LTZ+FYIS3C/ G6UOMOS2XXFKbAZCXQ+3 1 FohMGYNNXHQFGOq2SURVPYGAZE
TLyFhiTV7USbRNa242GP7 TRRCSXIMVKmtxdJHUDKCOXC/d2ag4crYAPSAZ542BF xNZpEOV+I1SV034Y

91 Tbddmal0X i YtQkoOsUL zL dmLXR1E iqjhgKSCrQWZLOZHCXpazps/pa7n

Tosvitconf t

Enter configuration commands, one per line. End with CNTL/Z

105 (config)#
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® CiscolOSvL215.2(4.0.55)E-1 | ® - B X

Joigabitethernete/e 16.1.1.1 YES manual up P
Joigabitethernete/1 unassigned YES unset administratively down down
Joigabitethernete/2 unassigned YES unset administratively down down
Joigabitethernete/3 unassigned YES unset administratively down down

JRouter(config)#ip domain-name cookies.com

JRouter(config)#crypto key generate rsa general-keys modulus 1024
Please define a hostname other than Router.

JRouter(config)#ip dhcp pool config

JRouter(dhcp-config)#crypto key generate rsa general-keys modulus 1024
Please define a hostname other than Router.

JRouter(config)#hostname TSy

Jrosv (config)#enable secret cisco

frosv(config)#user name cookie password cook

Invalid input detected at '~' marker.

frosv(config-line)#login local

frosv(config-line)#transport input ssh

Jrosv(config-line)#exit

Jrosv(config)#crypto key generate rsa

frhe name for the keys will be: I0Sv.cookies.com

Jchoose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

Jfow many bits in the modulus [512]: 2045
Generating 2045 bit RSA keys, keys will be non-exportable. ..
[0K] (elapsed time was 3 seconds)

osu (config)#
boec 9 17:42:36.638: HssH-5-ENABLED: SSH 1.99 has been enabled
rosu (config)#l]

solarwina¥ | SolarPuTIY free oot ©.2019 SlarWinds Workdwide, L. Al rights reservc
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H 10Sv15.6  CiscolOSUL2152(4055)E-1

|®

Router (config)#icrypto key generate rsa general-keys modulus 1024
Please define a hostname other than Router.

Router (config)#ip dhcp pool config

Router (dhcp-config)#crypto key generate rsa general-keys modulus 1024
Please define a hostname other than Router.

Router (config)#hostname ISy

105v(config)#enable secret cisco

105v(config)#user name cookie password cook

Invalid input detected at '~' marker.

105v(config)#username cookie password cook

105v(config)#int go/e

105y (config-if)#ip add 10.1.1.1 255.255.255.128

105v(config-if)#no shut

105y (config-if )exit

105v(config)#line vty @ 4

105v(config-Line)#login local

105v(config-Line)#transport input ssh

105v(config-Line)#exit

105y (config)#crypto key generate rsa

The name for the keys will be: I0Sv.cookies.com

hoose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

ow many bits in the modulus [512]: 2045
Generating 2048 bit RSA keys, keys will be non-exportable...
[0K] (clapsed time was 3 seconds)

105v(config)#
“Dec 9 17:
105v(config)#
“Dec 9 17

6.638: ¥SSH-5-ENABLED: SSH 1.99 has been enabled

5.750: %SSH-3-NO_MATCH

Linan-group1a-shat, diftie_hellnan-groupi-shal
tosu(contig)l

No matching kex algorithm found: client curve25519-sha2s6,curve25519-sha256@libssh.or
. ecdh-sha2-nistp256, ecdh-sha2-nistp3s4, ecdh-sha2-nistps2l,diffie-hellman-group-exchange-sha2s6, diffie-hellman-groupl6-shasi
b, diffie-hellnan-group1s-shas12,diffie-hellman-groupl4-sha2se,ext-info-c server diffie-hellman-group-exchange-shal,diffie-he ISt R ——

i crosoft Windows [Version 10.6.19645.2251]
£ (c) Microsoft Corporation. All rights reserved.

iC: \Users\Cookiesssh cookie@10.1.1.1
ssh: connect to host 16.1.1.1 port 22: Connection timed out

IC: \Users\Cookiesssh -1 cookie 16.1.1.1
The authenticity of host '16.1.1.1 (16.1.1.1)" can't be established.

RsA key Fingerprint is SHA256:VAGOTe+EOuMSH+aYVBVQCS606P+d990GRN7HEOYZEFo.
lAre you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.1.1.1° (RSA) to the list of known hosts.

10sv is strictly limited to use for evaluation, demonstration and 105 *
education. T0Sv is provided as-is and is not supported by Cisco's *
Technical Advisory Center. Any use or disclosure, in whole or in part, *

of the T0Sv Software or Documentation to any third party for any
purposes is expressly prohibited except as otherwise authorized by
Cisco in writing. *

10sv is strictly limited to use for evaluation, demonstration and 105 *
education. T0Sv is provided as-is and is not supported by Cisco's *
Technical Advisory Center. Any use or disclosure, in whole or in part, *
of the T0Sv Software or Documentation to any third party for any *
purposes is expressly prohibited except as otherwise authorized by — *
Cisco in writing. *

10sv>

e
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Trash

File System

”

Home

VBox_GAs__.

File Actions Edit View Help

root® kali)-[~;

update
http://kali.download/kali
Get:2 http://kali.download/kali
http://kali.download/kali

http://kali.download/kali
http://kali.download/kali

168 kB]
Get:6 http://kali.download/kali

:7 http://kali.download/kali
[906 k8]

O (genmonXXX ) A

root@kal

kali-rolling InRelease [30.6 kBl
kali-rolling/main amde4 Packages [18.9 M8:
kali-rolling/main amd64 Contents (deb) [43.
kali-rolling/contrib amdé4 Packages [114 kB
kali-rolling/contrib amde4 Contents (deb) [
kali-rolling/non-free amd64 Packages [239 k

kali-rolling/non-free amd64 Contents (deb)

Fetched 63.8 MB in 21s (3,104 kB/s)

Reading package lists... Done

root® kali)-[~:

1t install openssh-serverl]
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Trash

File System

”

Home

VBox_GAs__.

D:

a

O (genmon)XXX 4)

root@l

File Actions Edit View Help

Preparing to unpack ... /openssh-server_1%3a9.1p1-1_amdss.deb
Unpacking openssh-server (1:9.1p1-1) over (1:8.7p1-4)

Preparing to unpack .../openssh-client_1%3a9.1p1-1_amdes.deb

)

Unpacking openssh-client (1:9.1p1-1) over (1:8.7)
Preparing to unpack .../runit-helper 2.15.0_all.deb
Unpacking runit-helper (2.15.0) over (2.10.3)
Setting up runit-helper (2.15.0) ...
Setting up openssh-client (1:9.1p1-1)

Setting up openssh-sftp-server (1:9.1p1-1)

Setting up openssh-server (1:9.1p1-1)

Installing new version of config file /etc/ssh/moduli

rescue-ssh.target is a disabled or a static unit not running, not starting
e

ssh.service is a disabled or a static unit not running, not starting it
ssh.socket is a disabled or a static unit not running, not starting it
Processing triggers for kali-menu (2021.4.2)

Processing triggers for man-db (2.9.4-4)

r00t® kali)-[~:

A |
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File Actions Edit View Help

—(root® kali)-[~]
L service ssh start

—(root® kali)-[~]

L service ssh status

o ssh.service - OpenBSD Secure Shell server

Loaded: loaded (/lib/systemd/systen/ssh.service; disabled; vendor pre>

Active: active (running) since Fri 2022-12-09 13:46:56 EST; 17s ago
Docs: man:sshd(8)
man: sshd_config(5)
Process: 2086 ExecStartPre-/ust/sbin/sshd -t (code=exited, status=0/SU>

Main PID: 2087 (sshd)
Tasks: 1 (limit: 2275)
Memory: 5.6M
cPU: 27ms
CGroup: /system.slice/ssh.service
L2087 "sshd: /usr/sbin/sshd -D [listener] @ of 10-100 startu>

Dec :56 kali systemd[1]: Starting OpenBSD Secure Shell server
Dec 56 kali sshd[2087]: Server listening on 0.0.0.0 port 22.
Dec 09 13:46:56 kali sshd[2087]: Server listening on :: port 22.
Dec 09 13:46:56 kali systemd[1]: Started OpenBSD Secure Shell server.
Lines 1-17/17 (END) ... skipping
® ssh.service - OpenBSD Secure Shell server

Loaded: loaded (/lib/systemd/systen/ssh.service; disabled; vendor preset: disa>

Active: active (running) since Fri 2022-12-09 13:46:56 EST; 175 ago
Docs: man:sshd(8)
man:sshd_config(s)
Process: 2086 ExecStartPre=/usr/sbin/sshd -t (code-exited, status=0/SUCCESS)
Main PID: 2087 (sshd)

Tasks: 1 (limit: 2275)
Memory: 5.6M
cPU: 27ms
CGroup: /system.slice/ssh.service
L2087 "sshd: /usr/sbin/sshd -D [listener] 0 of 10-100 startups”

Dec 09 13:46:56 kali systemd[1]: Starting OpenSD Secure Shell server
Dec 09 13:46:56 kali sshd[2087]1: Server listening on 0.0.0.0 port 22.





image82.png
B root@lal:fetc/ssh (x
File Actions Edit View Help

'EMIIIIIIIIIIIIIIIIIIII!I!!IIIEIIIIIIIIIIIIIIIIIII

Host cookwiz
ForwardAgent no

Forwardx11 no

ForwardX11Trusted yes
PasswordAuthentication yes
HostbasedAuthentication no
GSSAPTAuthentication no
GSSAPIDelegateCredentials no
GSSAPIKeyExchange no

GSSAPITrUStDNS no

BatchMode no

CheckHostIP yes

AddressFanily any

ConnectTimeout 120

StrictHostKeyChecking ask

IdentityFile ~/.ssh/id_rsa

IdentityFile ~/.ssh/id_dsa

IdentityFile ~/.ssh/id_ecdsa

IdentityFile ~/.ssh/id_ed25519

port 22

Ciphers aes128-ctr,aes192-ctr,aes256-ctr,aes128-chc, 3des-ch
MACs hmac-mds, hmac-sha1, unac-64@openssh. com
EscapeChar ~

Tunnel no

Help write out Where Ts cut Execute
Exit Read File Replace paste Justify

R R R
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File Actions Edit View Help

—(root® kali)-[~]
L cd fetc/ssh

—(root® kali)-[/etc/ssh]

Luls

moduli ssh_host_dsa_key ssh_host_ed25519_key.pub
ssh_config  ssh_host_dsa key.pub  ssh_host_rsa_key
ssh_config.d  ssh_host_ecdsa_key ssh_host_rsa_key.pub

sshd_config  ssh_host_ecdsa_key.pub
sshd_config.d ssh_host_ed25519_key

—(root® kali)-[/etc/ssh]
L4 nano ssh config

—(root® kali)-[/etc/ssh]
L4 service ssh restart

—(root® kali)-[/etc/ssh]
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root@kali: etefssh

File Actions Edit View Help

Lt service ssh restart

lf( root® kali)-[/etc/ssh]
# ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
Created directory '/root/.ssh’.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Passphrases do not match. Try again.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa
Your public key has been saved in /root/.ssh/id_rsa.pub

The key fingerprint is:

‘SHA256 : rDWP2ubPOUHYG7TTSJQT62Y5TS6WL IZyMLQ/ixVZ2/T rootakali
The key's randomart image is:

+—[RSA 3072]1—+

|

[SHA2561 +

[ Eome 1)-[fete/ssh)
i
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root@kali etcssh (x

File Actions Edit View Help

Setting up libpython3.10-stdlib:andes (3.10.8-3) ...
setting up libgl1:amd64 (1.5.0-1) ..
sSetting up libtepl-6-1:amde4 (6.2.0-3) .
setting up xml-core (0.18+nmu1) ...
Setting up libpython3.10:amd6s (3.10.8-3) .
setting up libwebkit2gtk-4.1-0:and64 (2.38.2-1+b1) .
Setting up python3.10 (3.10.8-3) ..
Setting up libyelpo:amdes (42.2-1) ...
sSetting up libpeas-1.0-0:amd64 (1.34.0-1) .
setting up yelp (42.2-1) ...

sSetting up girl.2-peas-1.0:amd64 (1.34.0-1) ...
Processing triggers for mailcap (3.70+nmu1)
Processing triggers for kali-menu (2021.4.2) ..
Processing triggers for desktop-file-utils (0.26-1) .
Processing triggers for hicolor-icon-theme (0.17-2) ..
Processing triggers for libglib2.0-0:amde4 (2.70.3-1) ..
Processing triggers for libc-bin (2.36-4) .
Processing triggers for man-db (2.9.4-4) ...
setting up gedit (43.2-2) ...
update-alternatives: using /usr/bin/gedit to provide /usr/bin/gnome-text-editor (gnom
e-text-editor) in auto mode

Processing triggers for sgml-base (1.31) ...

setting up sgnl-data (2.0.11:nmu1) ...

Processing triggers for sgml-base (1.31) ...

setting up docbook-xml (4.5-12) ...

Processing triggers for sgml-base (1.31) ...

[l [ fate/ssh]
4 gedit sshd config

(gedit:2016): Gtk-WARNING x: 14:53:30.081: Calling org.xfce.Session.Manager.Inhibit
failed: GDBus.Error:org.freedesktop.DBus.Error.UnknownMethod: No such method “Inhibit
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14 #Port 22

15 #AddressFamily any
16 #ListenAddress
17 #ListenAddress
18

19 #HostKey /etc/ssh/ssh_host_rsa_key

20 #HostKey /etc/ssh/ssh_host_ecdsa_key
21 #HostKey /etc/ssh/ssh_host_ed25519_key
2

23 # Ciphers and keying

24 #RekeyLinit default none

25

26 # Logging

27 #SyslogFacility AUTH

28 #Loglevel INFO

29

30 # Authentication:

31

32 #loginGraceTime 2m

33 PermitRootLogin yes

34 #StrictModes yes

35 #MaxAuthTries 6

36 #MaxSessions 10

37
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r00t® kali)-[/etc/ssh

i

etho: flags-4163<UP,BROADCAST, RUNNING, MULTICAST>
inet 10.1.1.2 netmask 255.255.255

Fcl:b52 prefixlen 64

(Ethernet)

To:

inet6 feso::188b:88fe

ether 08:00:27:95:bd:54 txqueuelen 1000

Jetessh

mtu 1500

128 broadcast 10.1.1.127

RX packets 35409 bytes 53191051 (50.7 MiB)

RX errors 0 dropped 0 overruns 0

TX packets 6213 bytes 386316 (377

TX errors 0 dropped @ overruns 0

frame 0
2 KiB)
carrier 0

Flags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
Toop txqueuelen 1000 (Local Loopback)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns @ frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0
r00t® kali)-[/etc/ssh
1t sshd_config
100t kali)-[/etc/ssh
1t ssh start
r00t® kali)-[/etc/ssh
1t ssh restart

Lol /ete/ssh
A |

scopeid 0x20<link>

collisions 0

collisions 0

RecycleBin)

12
Microsort
Edge

s ot cached forthis

Fvou d
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root@kali:fetc/ssh RecycleBin

File Actions Edit View Help

3 sshd config
B 2!
root® kali)-[/etc/ssh: IMicrosoft
1t
Edge 10.1.1.2's password:

etho: flags-4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.1.1.2 netmask 255.255.255.128 broadcast 10.1.1.127
inet6 feso::188b:88fe:bfc1:b52 prefixlen 64 scopeid 0x20<link:
ether 08:00:27:95:bd:54 txqueuelen 1000 (Ethernet) The ans included with the Kali
RX packets 35409 bytes 53191051 (50.7 MiB) the exact distributio:
RX errors 0 dropped 0 overruns 0 frame 0 individual files in /usz/share/s
TX packets 6213 bytes 386316 (377.2 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Linux kali 5.15.0-kali3-amd6 #1 SMP Debian 5.15.15-2kalil (2022-01-31) x86_64

zo0té kali [~

Flags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
Toop txqueuelen 1000 (Local Loopback)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0 N
TX packets 0 bytes 0 (0.0 B)
TX errors @ dropped 0 overruns 0 carrier 0 collisions 0

root® kali)-[/etc/ssh
i sshd_config

r00t® kali)-[/etc/ssh
i ssh start

Lot el - fete/ssh
i ssh restart.

Lot [/ete/ssh
A |





